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Introduction

- What is "Malware"

- Software with malicious intent
- Software with sinister motives
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Introduction

- What is "Malware"

- Software with malicious intent
- Software with sinister motives

* Is there a need for specialized R.E.
when dealing with malware
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R.E. and Malware

- Time is of the essence

* No complex algorithms or data-structures
to reverse engineer

» A small subset of system functions work
together to exhibit malicious behaviour

* Lack of imagination and release of malware
source leads to rampant function re-use

» Code to intricately manipulate executable
file headers has few reason to appear in
notepad.exe
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Contracting Malware - Did you
get my email ?

% my photos!! - Inbox for - Mozilla

Eile Edit Wiew Go Message Tools ‘indow Help

Gek Msgs  *  Compose | Feply  Reply &l  Faorward | ek Junk,  Delete

Wiews | Al ;! Subject or Sender conkains: I Clear I

=1 subject: my photosn

[ photos.jpg.scr
| Part 1.3

Fromy: James =sheferzdz30rodolpho@botmail. com =
Date: 30/01/2004 4:03 PM
To: Peter T aplor@example. con

LI

Hi my dear Marvy,

I have been thiinking sbout vou all night... I
would like Lo apologize for the other night when

|"5§Ev gl 2 Ea) | | Unread: 0 | Taokal: 30 ==4D= i
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Explorer Trickery

*Too many smarts
spoil the Puter.

Sometimes
software tries

be too clever and

R

|

¥
File Edit ‘“iew Favorites Tools  Help

J Back -+ = - 1] | ‘@hsearch YFolders ¢ #History | FrEglrA
Jgdress [

to = e
W

sample, jpg

Select an ikem ko view its

mGIWGr'e au.rho r‘s description.

See alsao:

like TO ZXPIOiT This My Metwork Places

fact

My Compuker

¥
File Edit ‘“iew Favorites Tools  Help

J
| ook - 9 - ] Qeearch roders Prory | U2 B X o0 |
J

address I'ﬁ v,

Mame ¢ | Size | Twpe | Maodified |

(&8 sample.jpg.scr 16 KB  Screen Saver 19/01)2004 41 PM
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Cursory Analysis

'dir’ yields much to the keen observer

Uolume in drive U has no label.
Jolume Serial Mumber iz BCY1-—445C

Directory of U:iswuwx

18872804 B4:-14p <DIR> -
18872004 B4:-14dp <DIR> -
A8 a7-2804 1080:2%9p 11.528 document.txt

.SCI
1 Filed(=s> 11.528 hytes
2 Dirdcsd ?.315.795.9768 hytes free
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Mary had a little beagle...?

U:sux>gettext beagle.ex
GetText vli.2 hy Rudnai —— Unicode characters are su.pportedlEEu?H -

'Initi . 3
. i nitialize

AxAAAA4D: **This program cannot bhe run in DOS mode.’

@xAA1CA: *beagle’ ZEBA: ‘eateftreamOnHGlobal’

AaaLEs: ,éfﬂgf@. ZE?E: ‘o0led2.dl1l’

OxBO2EN4: ot addr’ Z2ED6: ‘shlwapi.dll’

9x82E70: * Initialize’ 2EE6: ‘ternetCloseHandle’

MAA2ESA: ’eateStreamOnHGlobal’ IZEFC: 'ternetGetConnectedState’

AxAA2ZEIE: ‘o0led2.d11’ IEFEE - 1 I - 0 u I|I1':'1

Gromtele: [shlpidll e 11

x| : ‘ternetCloseHandle’ | = Jin 1

BxPAZEFC: ’ternetGetConnectedState’ EEEE - 1 Elnf:!:l-IIEt - dll,

@x@A2F26: *InternetOpenlrln’ I - Ll Ll

AxAA2F38: ‘wininet.d11’

AxAA2F46: ’RegCloseKey’

BxBBA2F54: 'RegCreatekeyn’ _

Bx@02F64: *RegQuerylalueExi’ F P EFPLE = AL

BxBA2F78: ’RegSetUalueExA’ 343 'Cm=n.com’

BxAAZF88: ’advapil2.dil’ - >
Bx@AA3A36: *Photmail .com’ 1384C: ‘Pmicrosoft’

- )

X : 'Bmsn.com’ = ! = KTRIN !
Da30d3: Jgnsn-com 1348D: ‘http:- swmr.example.coms1.php

BxAA348D: *http:/~www.exanple.comsl.php’ 134AC ‘Date: ==s*
DOIARG: *Dace: v J34BE: ’Subject: Hi’

Ax@AAI4BE: ‘Subject: Hi’

@xA034CB: ’Fron: %s’ ) 134CB: ‘From: xs'

OXBAIES - < HINE Vorsions 1 8" 134D5: 'Message-ID: {usus>’

SH vt wloeceeete L 13ES: MIME-Uersion: 1.07

x| : 'Content-Type: textr/plain; charset="us-ascii - 1 _ - . . -
@x@A357A: ’Content-Transfer—Encoding: 7hit’ EEEE- ,Euntent %.‘:’FE- mult 111?1‘1:—"'“1?{1}3(1:
AxAAISAC: ‘Content-Type: application/x—msdownload; name="T[ = — = in - Y-
BxAA3ISER: ‘Content-Transfer—Encoding: basebd’ - . nDl'l'FEl'lt HDE tEK.-""'l] ain, c 'IEI.]: set
BxBA36HE: *Content—Disposition: attachment; filename="[xxRAND:xx1.exe™’

AxBA3687: ‘Test. yep.’

gxggggg’ ::i.flexist,zi goto 1°

BiBEBEEF; 'Egﬁiﬁﬁgxbﬁndwsn' Jb¥lF: "1t ex1ist “1 goTo

BxAA3 706 : ’SOFT'.-!FIRE\Hicrusuft\'.-!:i.nclm-:s\CLu'PentUHEEi = ! [:-El].[: EKEJ

BxBA3734: 'd3dupdate.exe’ 3 = N 3

9x283742: *\bbeagle.exe’ SOFTUARESWindows98

L e Hicras 'SOFTWARE~Microsof t \Windows“CurrentUersion“Run’
@xB8379D: ‘RCPT T0:<zs>’ ‘didupdate .exe’

0xB37BC: *ddd’ .’ dd MMM yyyy ° s c
0083708 *HH:nnzss ’ “bhheagle .exe

R HELO 45
: ‘shs ! =
@xBA3BE3: * ADDDDDDDDDDDDDE’ "MAIL FROM:<{xsl’
CEEFFEEEFFFEFFR’ TRCPT TO:z4wa»!
‘ddd’ ' dd HHM yyyy
]

us

"HH: -
=MM-=55
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Section Dissection

U:-“wux>pe photos_ex
PE wi.4 <c>» Sophos Plc 1997-2083
Last modified 20838113 by UE

1fanew : ¢

Image hase : 4808006 Image =i=ze = G6FfAHA

Entryupoint RUA - 6Gea@3

Sec Mame Uirtual Phyzical Uirtuwal Physical Flags CRC32

Addres=z Address Size Size

a t 186868 a &hEada B pu- a
i bcHBA 2804 JInan 2afc rw— 4h222F67

hytes after last sec 2cfc 4

Entrypoint in section

Entrupoint in file at

he ad 61 48 8@ ad
8@ £f 413 73 £ 33
if 88
ed L

el

34

a2

eh
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All this HEX 1s Byting me!

H Hex Workshop - [photos.ex] - |E| ﬂ
File Edit Disk Cptions Toolks Window Help -7 x|
==HS ¥ B |||mm | BISLOFD BEH| =

S » X2 E2 A g+ - o= s o DA al 4 || E] v | U E

5& 90 00 03 00 oo oo 04 00 0 50 45 00
4 02 00 46 53 47 21 00 00 oo oo

ED O0E 01 OB IEIi oo oo oo 32 00 2h
00 38 0Ok 00 03 EA Or OO0 OO 10 ac oo

aa 40 00 00 10 oo oo oo o2 o1 oo

o0 oo oo oo o4 o0 oo oo oo oo o0 FO 0F

L I 1 1 e Y W P WY Lo oo
. C . - - L L S L S - . -

aa oo o0 oo oo 10 00 oo 10 oo oo

10 oo oo oo oo oo oo oo oo CH EA O

34 oo oo oo oo oo oo oo oo an

oo oo oo oo oo oo oo oo oo an ao
oo oo oo oo oo oo oo oo oo an ao

phiotos. ex |

%\Data Inspector |"{'. Structure Wiewer If %\Eumpare ({Ichecksum I.‘-HIFin-:I .'}L'. Eookmatks h@utput I('r

Ready Offset; DO000000 Walue: 23117 11520 bytes OiR,
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Identifying some common file
formats

00000000 55 45 73 44 42 41 6F 41 41 41 41 41 41 43 57 6C UESDBAOAAAAAACWI
00000010 4D 7A 43 4B 6C 49 41 76 41 44 34 41 41 41 41 2B MzCKIIAVAD4AAAA+
00000020 41 41 41 4B 41 41 41 41 63 32 46 74 63 47 78 6C AAAKAAAAC2FtcGx]
00000030 4C 6D 56 34 5A 55 31 61 6B 41 41 44 OD OA 41 41 Lmv4zulakAAD..AA
00000040 41 41 42 41 41 41 41 50 2F 2F 41 41 43 34 41 41 AABAAAAP//AACAAA
00000050 41 41 41 41 41 41 41 45 41 41 41 41 41 41 41 41 AAAAAAAEAAAAAAAA
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Identifying some common file
formats

00000000 50 4B 03 04 14 00 00 00 08 00 25 A5 33 30 8A 94 PK........ %.30..
00000010 80 2F 34 1E 00 00 00 3E 00 00 OA 00 00 00 73 61 ./4....>...... sa
00000020 6D 70 6C 65 2E 65 78 65 ED 7B OB 78 94 D5 B5 E8 mple.exe.{.x....
00000030 9E C9 4C 32 24 13 32 62 A0 BC AC 03 12 3p 15 32 ..L2$.2b..... =.2
00000040 06 02 16 03 D1 09 61 22 54 02 43 26 24 BC 04 26 ...... a"T.c&$..&
00000050 99 3F CcC OC F3 EA CC FF 27 C4 4A 9D 34 86 42 A7 .7...... '.J.4.B.
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Identifying some common file
formats

00000000 50 4B 03 04 0OA 00 00 00 00 00 25 A5 33 30 8A 94 PK........ %.30..
00000010 80 2F 00 3 00 00 00 3E 00 00 OA 00 00 00 73 61 ./.>...>...... sa
00000020 6D 70 6C 65 2E 65 78 65 4D 5A 90 00 03 00 00 00 mple.exemMZ......
00000030 04 00 00 00 FF FF 00 00 B8 00 00 00 00 00 00 00 ....vevuvuvunnnnn
00000040 40 00 00 OO0 00 00 OO OO OO OO OO OO0 OO 00 OO0 00 @.....v'vvvvnnnn.
00000050 00 00 00 OO0 OO OO0 OO OO OO OO OO OO0 OO0 00 00 00 ..'v'vvwvvnvnnnnnn
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Identifying some common file
formats

00000000 50 4B 03 04 14 00 01 00 00 00 25 A5 33 30 8A 94 PK........ %.30..
00000010 80 2F OC 3E 00 00 00 3E 00 00 OA 00 00 00 73 61 ./.>...>...... sa
00000020 6D 70 6C 65 2E 65 78 65 86 72 C6 BD 88 96 EC AA mple.exe.r......
00000030 D3 82 C3 18 85 91 4C C2 A1 OD 61 7C DF 20 2B E9 ...... L...al. +.
00000040 1D 13 1F B4 B1 84 AE 6E F9 49 41 48 E1 07 19 63 ....... n.IAH...cC

00000050 A8 8C 43 25 82 53 OF 90 FA 07 50 86 CcO 6B 79 A4 ..C%.S....P..ky.
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Identifying some common file
formats

00000000 52 61 72 21 1A 07 00 CF 90 73 00 00 OD 00 00 00 Rar!..... Sevnnnn
00000010 00 00 00 00 36 2D 74 20 80 2A 00 00 3e 00 00 00 ....6-t .*..>...
00000020 3 00 00 02 8A 94 80 2F 25 A5 33 30 14 30 0A 00 >...... /%.30.0..
00000030 20 00 00 00 73 61 6D 70 6C 65 2E 65 78 65 4D 5A ...sample.exemMz
00000040 90 00 03 00 00 00 04 00 00 OO0 FF FF 00 00 B8 00 .....euvvuvunnnnn
00000050 00 00 00 OO0 OO OO 40 00O 00 00 OO 00 OO 00 00 00 ...... @.........
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Identifying some common file
formats

00000000 52 61 72 21 1A 07 00 CeE 99 73 80 00 OD 00 00 00 Rar!..... Seviunnn
00000010 00 00 00 00 18 D5 17 4F 00 FB 97 C1 70 DC 6E C8 ....... 0....p.n.
00000020 04 97 55 27 00 58 Al 6D 5C BO AA 6F 46 1A 95 E8 ..U'.X.m\..OF...
00000030 72 83 91 OF 10 1D DO 77 CF 4B D9 96 B8 28 BB 09 r...... w.K...(C..

00000040 Cc3 6B 06 4D 77 3E 67 ED F4 40 F8 5C 20 98 55 D2 .k.Mw>g..@.\ .U.
00000050 69 AE 6F 46 B6 9D 1C 3C OE 91 69 EF 9E BA 64 EE i.0F...<..1...d.
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Identifying some common file
formats

00000000 DO cF 11 EO Al B1 1A E1 00 00 OO0 00 00 00 00 00 ......cvvvvuunnn.
00000010 00 00 00 OO0 00 OO0 00 OO 3 00 03 00 FE FF 09 00 ........ >
00000020 06 00 00 OO0 00 OO0 OO OO OO OO OO0 00 01 00 00 00 ...vvvvvvennnnn.
00000030 21 00 00 00 00 OO OO OO 00 10 00 00 23 00 00 00 !'....uuuu... #.o..
00000040 01 00 00 00 FE FF FF FF 00 00 00 00 20 00 00 00 ......uuunnn

00000050 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ... ... ...,
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Physiology of malware

*Obfuscation
‘Packing

*Armour *Anti-Debugging

-Propagation/Replication | ‘Predafory

‘Persistance

*Payload/Functionality
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Physiology of malware

*Armour _

*By copy
‘Propagation/Replication —| *By Email

‘By Exploit
‘Persistance By Network
*Payload/Functionality *By Host infection
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Physiology of malware

Armour

‘Propagation/Replication | <Autostart folders
*‘Registry Run keys

‘Persistance ,
*‘Browser Help Objects

‘Payload/Functionality *Creating Service
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Physiology of malware

Armour

‘Propagation/Replication

*Harmless
‘Persistance *Spybot

*Anon. Proxy
‘Payload/Functionality——{ .pqtq theft or

destruction
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Trojans
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Trojans

Appear to be something
other than claimed

‘Dont replicate

-Size depends on hature
of payload

- Typically written in HLL
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| - - »
[ — o A s, :
e — T, A
L s \
- (el - W -
TR ;

=
Multi- — v /
Components : <
Propagation : &3
Engine B

=y - -.-]\-: S
"ii - c
= - ; 2 |

Functionality

e
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Viruses (Viri)

‘Replicate by parasitic
means (infect files/MBR)

Intimate knowledge of
system data-structures

Generally written in ASM
and are thus small in size

‘Majority of authors tend to be skilled individuals and
only produce never-released proof-of-concept.
Ofcourse there are always going to be bad apples...
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Basics of Microsoft PE file

'UnpaCker'S Clnd Mz (Dos Header)
Viral code make use T oos st
Of ln.hma.'.e [ —— === PE Header

Optional Header

knowledge of the
PE spec. in order to
accomplish their
goal. An Analyst

Data Directory

Imports
Exports

Section Headers

being familiar with ot o
. .data (rw-)
PE can r'Clpldly .rsrc_(r--)
identify such code v ,
and determine its “""7" T L =t
Section[1]

nature !
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Toolz of the Trade

- Datarescues Interactive DisAssembler

+ SoftIce (debugger)

* Netmon (packet sniffer)

+ Tcpmon (sysinternals T¢cp monitor)

* Regmon (sysinternals registry monitor)
» Filemon (sysinternals file monitor)

*+ HexWorkshop

- LordPE and/or other PE toolz
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Conducting the Analysis

* Lab Environment (inmates running the
Assylum)

* Methodical Madness (chase what glitters
brightest)

- Keen observation

* Magic humbers arent magic
* Once bitten, twice shy

* Trail of crumbs always leads to a Cookie
Monster

RuxCon 2004



Static (Dead-Listing) Analysis

+ Life begins at the EntryPoint
» Functionality flows from Imports
» Services rendered via Exports

* One mans trash is anothers treasure
(where have those strings gone?)
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Behavioural Analysis

* Involves executing the sample on an isolated
network and observing its interaction

* When performed in parallel with static
analysis can be used to verify coded
behaviour and gain any created data not
easily divulged through dead-listing

» Under duress of a debugger, the sample may
be stopped at specific locations o examine
particular system and sample state(s)

RuxCon 2004



Disassembly of 'typical' startup

== R i 0 1 |[[Ten =i =l = =R=RuFEs
E e |BER N RS &7 f EA mE s[5 M |-
]p( e | 0101 000 o e o M e OF . B -2 @ M V¥ o o~ & = (S i e &=

Ei DA View-a

4
1 @427 CE

1 PP4027D3
: pR4Q27D8

: 0P4027E4
: GP4R27ER

I P42 7F0
I pR4R27F 1

I QR4BZ7F A
I BR4R27FC

: DP4PZ2806
: DR4B280C

I pp4p2817
: 90402810

: pR4R2827
: 00402828

: BB4R2842

TRAMEOMIMOR00
OO O DURN

20
2O+

%15
40 2a

=10}
start proc near

var_68= dword ptr -58h

var_64= dword ptr —64h
var_6@=_dword ptr

StartuplInfo= STARTUPINFOA ptr -5SCh
var_18= dword ptr -

var_14d= dword ptr —14h

var_4= dword ptr -4

egp

e es

GFEEFERFFR

offset stru_405128

offset __except_handler3
eax, large fs:8

eax

large fs:0,
esp, S8h
ebx

esi

edi
Lebp+var_181,
ds:

push
mowv
push
push
push
mov
push
mowv
sub
push
push
push
mov
call

esp

esp

edx, edx
dl,

dword _4@6F 54,

ecx, BOFFh
ds : dword_406eF5Sa,

ecx, edx
:dword_4Q6F4C,
eax, 10h

ds : dword_406F48,
esi, esi

esi

__heap_init

ecx

eax,

short loc _4Z2834
1Ch

_fast_error_exit
ecx

xor
mov
mowv
mowv
and
mov
shl
add
mov
shr
mov
xor-h
pus
call
POP
test
inz
push
call
POP

loc_40283A:

mow Lebp+var_41,
ca _ioinit
call 5:

esi

sub_4027CE

Get current versi
and information a

CODE XREF:

start+

Al idle Down

: 6GE 000027 CE

004027CE; start

RuxCon 2004
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Other wonders to be found at EP

* Position Independent Code {Virii, Libs}

» Unpacking code {UPX, FSG, ASPack, etc}
+ Decryptors {simple XOR, complex}

» Obfuscation {Morphine}
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Have I seen you before ?

)
=
B En|| 2
’7

E DA View-a

&
UPX1: 08419001 8

PE 28 VA

26h
S

do 37h 7
52 g%+packed data’ dd BFFFFFFFFh, 8BECSEE?R S7568CASh ,
+
dd 3F8@F6h 6A532974h @DF 2B5E01h,
dd 2EFB8@1Fh, 80C75h, 20558BEZh,

BD7@3C
9} 2B+ dd 47464181h '6DFFFB27h 5BE17577h ®F64891?h

public start
star

pusha

mov esi, El=13

lea edi, [esi-14015h

push edi

or ebp, OFFFFFFFEFh

j short loc_4190F2

offset p ?d_data

TT- [T T TR T TR

loc_4190E8:

mov al,
inc esi

mov [edil, al
inc edi
ebx,

XKREF: UPX1:00
[esil

33987D8B
' o4

|

LI o o o

add

inz short loc _4190F9
loc_4190F2:

mov ebx, [esil

sub esi, -

ade ebx, ebx

loc 419@F9
short loc_4190E8

eax,

XREF: UPX1:88

XREF: UPX1:02
mov
loc_419100:
add
inz
mov
sub

XREF: UPX1:08
100419114, §
ebx, ebx

short _loc_41910B

ebx, [esi

esi, -4

810 x| R

-Fh, 241
e

=Haia
AT E[pmk,
PWA\FPSh
=L"x1BF]
(i
KGR
DPspy
ukbiC3
¥)a0C
2534t
e
1943
@nNBR
Fwvihas
W ETE
>Rl
ABOT

L

810 || | B0 | B0 | 810 x|

Tile right

ALl disabled

Down  |Disk: 6GE 00004201

00419001
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Hldmg startup by SEH magic

B =ﬂm—J
- Proc near H A A

arg_B= dword ptr 4

mov eax, BOFO4087B1lh
lea ecx, [eax+1200012082h] ;40983
mov L[ecx+1]l, eax
mowv d [esp+ar
mov edx, [edx+ E§CEPTION _RECORD.Except ionAd
mov byte gtr [edx]1, QESh
add edx,
sub ecx, edx
mov L[edx-4]1, ecx
xor eax, eax
retn
seh endp

public start
start proc far
mov eax, offset loc_48270D
add byte ptr [eax], h
inc eax
21 add dword ptr [eaxl, 1234567h

loc_4827DD: ; DATA XREF: start
mov eax, offset seh
push eax
QR+ push large dword ptr fs:0@
Qe+ mov large fs:B@, esp
xor eax, eax

patch: ; cause exception
mov [eax], ecx
nop
nop
nop

nop
start endp

éggf dx] . Del : creatersdelete structure

[e ! .

: create structure member (d

gggh ?Egglzgﬁ?h ch i N : rename structure or struct
movh esi. PFE343527h i : delete structure member
pusha

. _Jmp_short loc 402868 FEXCEPTION_RECORD struc ; (sizeof=0xSQ
imp  short loc_402834 ExceptionLode dd%s

ExceptionRecord dd 7

Except ionAddress dd 7

NumberParameters dd ?

= 4 Exceptionlnformation dd 1S5 dup(?)
imEialzed. e _EXC PTION _RECORD ends

manual arg) 1. _EXCEPTION_RECORD:0000

Al idle Down  |Disk: 6GE 00001C0C 00402800

RuxCon 2004



Polymorphic Tarpit

_loj x|

I B

public start

start:
stc
sal
xch
cal
Jja
or

Jge
ad

inb
jl

mow
POP

ib

cmp

push
push
cdq
pPop
POP
clec

POP
mov
no
su
andh
pus
add
POP
push
push
and
POP

stc
cld
push

loc_4@012D@:

loc_4@012D8:

push e

loc_4@12E2:

loc_4@12E9:

loc_4@12EF:

esi, @ |

esi, esi
loc_4@12EF

short loc_4012D8
esp,

; CODE XREF:
short loc_4012D8
edx,

; CODE XREF:
short loc_4Q12E2
short loc_4012E2

bp
bE. BBS8Bh
ebp

; CODE XREF: .text
.text : OB4D12DAT j

short_loc_4@12E9

eax, 7806AACTh

; CODE XREF: .text

edx

edx

edx
edx

; CODE XREF: .text
eax

ebx,

ebx, 2C8h
SE’ si

ebp
edi, @
ebp
esi
eax
edx,
eax
esi

eax

OFFFFFFFFh

ebx

E:
T
[

E

AL disabled

Down  |Disk: 6GE

000006BE 004012ZBE:

RuxCon 2004

IR

-Sometimes easy to
identify by a human
but difficult to
identify ina
deterministic way
without first fully
understanding the
polymorphic engine.

ngth

| Tyupe | String

000005
000005
000005
000005
000006
000005
000008
000005
000005
000005
000005
000006
000005
000007
000005
000007

C »ofgs :‘
ujE

Gycas

_Hal

GZ_ Wi
wihaw
AFIPYLIS
<$lhar
THAPE

b
WalGGGEGE

e hubD
ks,
[VhAx1BE
MU

“=Bof "W -
e JIJ

OO0 OnNoOnNoONoOoO00o0n




Unravelling Morphine

=20 F ==

CODE _XREF:
get EIP

; _rebase
COLLAPSED AREA QB4B12F9.

; _key_addr->ed
COLLAPSED AREA 5648132F.

; loader_star
COLLAPSED AREA @@4@T3A5.

AREA ©2@4012C8. PRESS K

.text: 08

PRESS

PRESS

t->eax
PRESS

; loader_len->ecx

AREA ©2@4013D6.
AREA B@4013FE.

ALdisabled Down 00000EED 00401260

T
= Bl = - > -] 1 |[Tex =l =l
B Emnvuewn
K‘i E
public star
bli tart
= Hes start:
F stc
sal esi,
xch? esi, i
call loc_4012EF
; [O0RRRRZ27 BYTES: COLLAPSED
loc_4@12EF:
pop eax
mov ebx, eax
noE
su ebx, 2C8h
[o2E2oR2E BYTES:
push ©Dh
add edi, [espl
[QoR2RE 7S BYTES:
add eax, @DY
[PPRRRE24 BYTES:
XOor ecx, ecx
add ecx, 1E4h
push ecx
[EPPDPRE23 BYTES: COLLAPSED
call decrypt
[G000DOIE BYTES: COLLAPSED
push Dh
add eax, [espl]
loc_401425:
ad esp, 4
inp short loc_401430
cmp edx, 6D31T966h
loc_401430:
stc
test ax, BESD7h
test ebx, ebx
cld
push edi
jage short loc_401442
push edi
and eax, GFFFFFFFFh
pop edi
loc_401442:
oop loc_48147D
jecxz short loc_48147D
bh, 7Aah
Stexts mov bh, 63h
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CODE XREF:

CODE XREF:

PRESS
PRESS

.text: 00

.text: 00

=l x|

*Manually
following
Morphine code
reveals
patterns and
an unpacking
algorithm can
be extracted
as a script

| Type | Sting il
[ »ataS
c i
c Gyc99
C bl
C GZ__'wi
C i
C AHPYUS[R
c <$lhar
C rHAPf
C bl
C LaGGGEGE
C exhubD
[ yrkh]
c [¥hho B
c U
L =S50S -
»




Imports, sign-posts to
functionality

» Examination of the Imports is a good
starting point when fishing for malicious
code blocks

* Inorder to satisfy Persistance, most
malware will use a handfull of well defined
APIs such as CopyFileA, MoveFileA,
CreateFileA, RegCreateKey

RuxCon 2004



Import Following - CopyFileA

= [Text = |[CopyFies =] aEm 2=
[F * i ER N Y 58 R aT ERCRE o
i

[ esi,

push esi
push eax
push

I call H
lea [ebp+win_dir]
push i
puUs
call H
lea [ebp+win_dir]
push
call _strlen
cmp [ebpt+eax+var_4251, '\’
pop ecx
pPop esi
jz short loc_4020C9
ea eax, [ebp+win dlr]
push oFFset asc_40EAB
push
call unknown_libname_Z
pop ecx

POpP ecx
E4R20C9
BR4R20C9 loc_4020C9:
BR4RZ2aC %] push ds:run_value
BRARAZACE lea eax, [ebp+win_dir]
BR4RZ2EDS push eax
BPARZBD6 call unknown_libname_2
BR4RZ20B cmp L[ebpt+arg_B@B1, @
BRARZRDF pPoOp ecx
BR4AZ0ED pPoOpP ecx
jz short loc_4020F2
ea eax, [ebp+win_dir]
push
push eax

lea eax, [ebp+filename_self]

h
call de:

loc_4020F9:
Tea eax, L[ebp+hKeyl
push eax
push offset run_key
push 8@@9@@@2h
call ds:
lea eax, Lebp+win_dir]
push eax
call _strlen
pop ecx

lea eax, [ebp+filename_selfl

==
& . Imports =18 =]
Edit  Search
| Address Ordinal_| Mame | leraryd
% 0040503C GetLastErmor KERM
% 00405040 Createhd utexd, KERM
% 00405044 GetTickCount KERM
% D4D 4[: GetwindowsDirecton, KERM —
BER 00405050 GetProcAddress KERN =
R 00405054 Wirtualtlloc KERN Tl
e ON40I055 Heapdlioc KERMN
FER 00405050 GetDEMCP KERM
i O0405050 GetaCP KERM
BER ON4015064 GetCPInfo KERN
% 00405068 GetStingT ype'w KERM
% 0040506C GetStingTyped KERM
EER 00405070 MultiByteT owideChar KERMN
R 00405074 whiteFile KERM
B ON4075 Rt rwind KERMN
% 0040507C HeapFree KERM
% Q0405080 VirtualFree KERM
% 00408084 HeapCreate KERM
% 00405088 HeapDestiop KERM
i 00405080 GetFileType KERM
EER ON405050 GetStdHandle KERN
FR 00405094 LCM apString's KERM
Fip 00405038 LCM apStringd, KERMN
EER 00405090 HeapRedlloc KERMN
R 00405040 GettoduleH andled, KERN— _[
B 00405044 GetStartuplnfod KERMN
% 00405048 GetCommandLined, KERM -
% 00405080 Getersion KERM
% 00405080 ExitProcess KERM
% 004050E 4 TerminateProcess KERM
% 00405082 GetCurrentProcess KERM
% 004050BC UnhandledE xceptionFilter KERM
% 004050C0 FreeE nvilonment S tringss, KERM
% 004050C4 FreeE nvironmentStringsia RERM

% oo40s0ce W\deCharToMultlByte

il |

Line 16 of 69

CODE XREF: drop

rhkResult
"SOF THARENNMicr
ey

char x

D000Z0F3 004020F3: drop_hook+82
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Imports, sign-posts to
functionality

» If the malware includes networking
capability its Imports will show this

* Malware of the Viral variety often calls
upon MapViewOfFileA during infection

* Malware which spreads by email may
contain its own SMTP engine (which can be
found by following socket APIs)

» Trojans and backdoor bots often run listen
servers awaiting commands
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Import Following - 1

b =]
= ‘Tsxt jlllslen j 5 3 jj _2 EE R =lol x|
Ei| * A H Y || R R fT = ANE] - = Edit Search
| Address Oidinal | Hame Library ﬂ
E %DDNEDEA FreeE nvironmentS trings's KERMNEL32
[ Proc near H goowaocs ‘wideCharT oMuliBiyte KERNEL32
oo40s0cc GetEnviranmentStrings KERMEL32
e name= sockaddr ptr -14h R 00405000 GetErvironmentStingsw KERMEL32 L
___ Threadld= dword ptr -4 K2 00405004 SetHandleCount KERNEL32 =
& push ebp B 00405000 wsprintie, USER32 B
mov ebp, es [ 004050E4 1 accept s
sub esp: 14ﬁ Eiw 0D4050EE 16 tecy
push esi B ON4050EC 9 htans
xor esi, esi B ON40R0FD 23 sacket J
PuUSs h edi %DD-QDEDFJ 2 setsockopt

P41 E74 push esi
P4 1E7S push 1
R4 1E77 ush 2

4

mov edi, eax
cmp edi, BFFFFFFEFFh K2 00405100 11

loc_401E86: § | EEE T

xor eax, eax
pop esi 4

P
S0 40 o call ds: R 00405104 57
EER 00405108 12

inz short loc_401EB8E iR 00405110 52
[ER 00405114 115

pop edi K5 0040511C 19

cannect

closesocket
gethostname
inet_ntoa
inet_addr
gethostbyname
‘WSAStarup
bind

sehd

leave -
retn 4 Line 61 of 62

P40 1ESE H
L4 1E8E

mov_ [ebp+name.sa_familyl, 2
call ds:

mov word ptr [ebp+name.sa_datal, ax

lea eax, [ebp+namel

push 18h ; namelen
push eax 3 name
push edi 1 s

rnoxir1 dword ptr [ebp+name.sa_data+2], esi
ca :

5:
cmp eax, BFFFFEEFEh
R4 1EB6 iz short loc_4@1ECé&
D4 1EBS push S ; backlog
Q240 1EBA push edi -]
call ds:
cmp eax, BFFFFEEFEh
inz short loc_481ECF

push edi H
call ds:
imp short loc_481E86

P40 1ESE loc_401E8E: ; CODE XREF:
push 4668 ; hostshort

loc_4@1EC6: ; CODE XREF: list
S

list

Al idle Down  |Disk: 6GE 0000 1EBE 00401EBE: listen_4660+51
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Where did I put my Babel fish ?

v =I5

B IDA Yiew-A

boundary=">

2Dh , @Ah ; DATA XREF: sub_S@8F7D
grag-Glcr: zhygvcnegrszvkrqg;’ ,@Dh,BAh,@

Dh, @Ah ; DATA XREF: sub_S5S@Q8F7D
Irefvba: 1.@,0
; DATA XREF: sub_S5S@8F7D

allgn

pop ecx

push offset gibberishl ; "“r\nZVZR-Irefvba:
push esi ; lpString

call edi ;

add eax, esi

push eax

call decrypt

pop ecx

pop

push oFFset gibberishZ ; "~r“\nPbagrag-Glcr:
push esi ; LlpString

call edi

add eax,

rrznft Nffice tn anes it

Proc near

dword ptr 8
dword ptr @Ch

[esp+arg_41]
push
mov edi, [esp+4+arg_01]

loc_5BSCC3: ; CODE XREF: d
mov £ Ee51]
test al,
iz short loc _5S@Bs5Ché
push eax
FF FF FF call rotl3

¥ mov [edil, al
inc edi
POP ecx
inc esi

imp short loc_S5@5CC3

loc_5B5CD6: ; CODE XREF: d
and byte ptr [edil, @
pop edi
pop esi

retn
decrypt endp

Al idle Down  |Disk: 6GE 00005442 00509042: sub_S08FFDH+CS
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Structure of most malware 1s
simple

== WinGraph32 - User defined #refs chart: _WinMain@16 _ ||:||5|
File Wiew Zoom Mowe Help

S| alalxel+ [T ole== [

B
_W¥inMain@16
|11'Sten_4550 | |SB‘L_‘L'iC|< |
|hand'|er_4550 | |dmp_h00k Hunknown_'libname_?
I
szic_eid [sub_401A55] |
dns_100kup| |_Pand| |_memcpy: push ebp| |_memset | |Sub_4DESED| subAt 250 |_1sa1num | |_Str1en |
=
Kl _ 2l
|92.31% |(-2,33) |26 nodes, 45 edge segments, 32 crossings v
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Module behaviour can be
inferred

== WinGraph32 - User defined #refs chart: _WinMain@16 = | Ellil
File Wiew Zoom Mowe Help
gl alalxu+ teeE s [N
B
_¥inkaingls
| fitEtartp) ] g chop_hogk set_tick Tisten_46E0
q exhutd
wkrcan_Tibrane 2| | band]er_4660 exp]nitHscan_and_exploit
[|mmmuimm| sivto] [sub ATIEE] (sun411¢ _s'lrstrl atapt_elott] [initiatesmo] ) | 222
_istlnn| _atrlen| At sub 402560 |Jlenset| |_ner|cpy: push ebp _rand dns_Tookup
sub_401045
~|
Kl _ 2
|g5.00% |(2126,696) |60 nodes, 149 edge segments, 454 crossings y
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Analysis can bring a tear to your
eye!
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Analysis can bring a tear to your
eye!

Email Headers
Base64 body

Z1p Header

MZ+PE Header

Unpacking code

core Program
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Brief Example

H Hex Workshop - [message.em] _|a il
File Edit Disk Options Tools Window Help _|&® ﬂ
=E=EH&E e ¥ B B/SLOFD B
S~ » 82K A | g v+ - o= s ox IDP AT al @ |||H ¥ = E

]
R e

=
= 0T 0

D

MEssage.em | MESSAGE...| message.pf | message.unp|

ﬂ |uffset: 392 [Dx00000155] ﬂ I|Compana Results | |
\Dala Inspector l/:' Struckure Wiewer lﬂr \Compare .& Checksurn }\' Find }\' Bookrnarks }\'Outpul lﬂr
Ready OFfset: 00000185 Value! 28775 S0S75 bytes QYR
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Brief Example

H Hex Workshop - [MESSAGE.2IP] _|a il
File Edit Disk Options Tools Window Help _|&® ﬂ
=E=EH&E ¥ B B/SLOFD B
S~ » B8P ED A | & |+ - o= oz P Aral S |||B v B EH

)N«
oMo o

i
]
1 YT I

=
1N

Message.em MESSAGE... | message.pf | message.unp|

ﬂ |uffset: 0 [0x00000000] ﬂ I|Compana Results | |
\Dala Inspector l/:' Struckure Wiewer lﬂr \Compare .& Checksurn }\' Find }\' Bookrnarks }\'Outpul lﬂr
Ready OFfset: 00000000 Walue! 19280 35011 bytes QYR
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Brief Example

H Hex Workshop - [message.pf] _l_l- jm] il
File Edit Disk Options Tools Window Help _|&® ﬂ
=E=EH&E ¥ B B/SLOFD 5|
S~ » B2 E 2R A | &+ - o= ooz g B AT Al g || By ¥ % EH

(W]
[ e

ﬂ |uffset: 0 [0x00000000] ﬂ I|Compana Results | |
\Dala Inspector l/:' Struckure Wiewer lﬂr \Compare .& Checksurn }\' Find }\' Bookrnarks }\'Outpul lﬂr
Ready OFfset: 00000000 Walue! 23117 34797 bytes QYR
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Brief Example

H Hex Workshop - [message.unp] _|a il
File Edit Disk Options Tools Window Help _|&® ﬂ
=E=EH&E ¥ B B/SLOFD B
S~ » B8P ED A | & |+ - o= oz P Aral S |||B v B EH

o W

ooooino
01ED

oo oo oo
FO 01 00 0

Message.em | MESSAGE... | message.pf Message. unp

ﬂ r:vffset: 0 [0x00000000] ﬂ Fompare Results |,o,||

\Dala Inspector l/:' Struckure Wiewer lﬂr

Ready OFfset: 00000000 Walue! 23117 46573 bytes
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In Conclusion

* Malware analysis is focused on identifying
malicious modules and documenting behaviour in a
timely fashion at the expense of detailed source
reconstruction.

Although the fundamental techniques remain the
same, their application is somewhat reactionary
toward the sample at hand.

» It is only through laborious analysis of many
samples that one begins to notice patterns and
trends which can be used to refine the analysis
process.
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Questions ?
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