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– Software with malicious intent
– Software with sinister motives
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Introduction
• What is "Malware"

– Software with malicious intent
– Software with sinister motives

• Is there a need for specialized R.E. 
when dealing with malware



RuxCon 2004

R.E. and Malware
• Time is of the essence
• No complex algorithms or data-structures 

to reverse engineer
• A small subset of system functions work 

together to exhibit malicious behaviour
• Lack of imagination and release of malware 

source leads to rampant function re-use
• Code to intricately manipulate executable 

file headers has few reason to appear in 
notepad.exe
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Contracting Malware - Did you 
get my email ?
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Explorer Trickery
•Too many smarts 
spoil the Puter. 
Sometimes 
software tries to 
be too clever and 
malware authors 
like to exploit this 
fact
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Cursory Analysis

'dir' yields much to the keen observer
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Mary had a little beagle...?
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Section Dissection
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All this HEX is Byting me!
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Identifying some common file 
formats

00000000 55 45 73 44 42 41 6F 41 41 41 41 41 41 43 57 6C UEsDBAoAAAAAACWl

00000010 4D 7A 43 4B 6C 49 41 76 41 44 34 41 41 41 41 2B MzCKlIAvAD4AAAA+

00000020 41 41 41 4B 41 41 41 41 63 32 46 74 63 47 78 6C AAAKAAAAc2FtcGxl

00000030 4C 6D 56 34 5A 55 31 61 6B 41 41 44 0D 0A 41 41 LmV4ZU1akAAD..AA

00000040 41 41 42 41 41 41 41 50 2F 2F 41 41 43 34 41 41 AABAAAAP//AAC4AA

00000050 41 41 41 41 41 41 41 45 41 41 41 41 41 41 41 41 AAAAAAAEAAAAAAAA
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Identifying some common file 
formats

00000000 50 4B 03 04 14 00 00 00 08 00 25 A5 33 30 8A 94 PK........%.30..

00000010 80 2F 34 1E 00 00 00 3E 00 00 0A 00 00 00 73 61 ./4....>......sa

00000020 6D 70 6C 65 2E 65 78 65 ED 7B 0B 78 94 D5 B5 E8 mple.exe.{.x....

00000030 9E C9 4C 32 24 13 32 62 A0 BC AC 03 12 3D 15 32 ..L2$.2b.....=.2

00000040 06 02 16 03 D1 09 61 22 54 02 43 26 24 BC 04 26 ......a"T.C&$..&

00000050 99 3F CC 0C F3 EA CC FF 27 C4 4A 9D 34 86 42 A7 .?......'.J.4.B.



RuxCon 2004

Identifying some common file 
formats

00000000 50 4B 03 04 0A 00 00 00 00 00 25 A5 33 30 8A 94 PK........%.30..

00000010 80 2F 00 3E 00 00 00 3E 00 00 0A 00 00 00 73 61 ./.>...>......sa

00000020 6D 70 6C 65 2E 65 78 65 4D 5A 90 00 03 00 00 00 mple.exeMZ......

00000030 04 00 00 00 FF FF 00 00 B8 00 00 00 00 00 00 00 ................

00000040 40 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 @...............

00000050 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ................
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Identifying some common file 
formats

00000000 50 4B 03 04 14 00 01 00 00 00 25 A5 33 30 8A 94 PK........%.30..

00000010 80 2F 0C 3E 00 00 00 3E 00 00 0A 00 00 00 73 61 ./.>...>......sa

00000020 6D 70 6C 65 2E 65 78 65 86 72 C6 BD 88 96 EC AA mple.exe.r......

00000030 D3 82 C3 18 85 91 4C C2 A1 0D 61 7C DF 20 2B E9 ......L...a|. +.

00000040 1D 13 1F B4 B1 84 AE 6E F9 49 41 48 E1 07 19 63 .......n.IAH...c

00000050 A8 8C 43 25 82 53 0F 90 FA 07 50 86 C0 6B 79 A4 ..C%.S....P..ky.
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Identifying some common file 
formats

00000000 52 61 72 21 1A 07 00 CF 90 73 00 00 0D 00 00 00 Rar!.....s......

00000010 00 00 00 00 36 2D 74 20 80 2A 00 00 3E 00 00 00 ....6-t .*..>...

00000020 3E 00 00 02 8A 94 80 2F 25 A5 33 30 14 30 0A 00 >....../%.30.0..

00000030 20 00 00 00 73 61 6D 70 6C 65 2E 65 78 65 4D 5A  ...sample.exeMZ

00000040 90 00 03 00 00 00 04 00 00 00 FF FF 00 00 B8 00 ................

00000050 00 00 00 00 00 00 40 00 00 00 00 00 00 00 00 00 ......@.........
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Identifying some common file 
formats

00000000 52 61 72 21 1A 07 00 CE 99 73 80 00 0D 00 00 00 Rar!.....s......

00000010 00 00 00 00 18 D5 17 4F 00 FB 97 C1 70 DC 6E C8 .......O....p.n.

00000020 04 97 55 27 00 58 A1 6D 5C B0 AA 6F 46 1A 95 E8 ..U'.X.m\..oF...

00000030 72 83 91 0F 10 1D D0 77 CF 4B D9 96 B8 28 BB 09 r......w.K...(..

00000040 C3 6B 06 4D 77 3E 67 ED F4 40 F8 5C 20 98 55 D2 .k.Mw>g..@.\ .U.

00000050 69 AE 6F 46 B6 9D 1C 3C 0E 91 69 EF 9E BA 64 EE i.oF...<..i...d.
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Identifying some common file 
formats

00000000 D0 CF 11 E0 A1 B1 1A E1 00 00 00 00 00 00 00 00 ................

00000010 00 00 00 00 00 00 00 00 3E 00 03 00 FE FF 09 00 ........>.......

00000020 06 00 00 00 00 00 00 00 00 00 00 00 01 00 00 00 ................

00000030 21 00 00 00 00 00 00 00 00 10 00 00 23 00 00 00 !...........#...

00000040 01 00 00 00 FE FF FF FF 00 00 00 00 20 00 00 00 ............ ...

00000050 FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF FF ................
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Physiology of malware
•Obfuscation

•Packing

•Anti-Debugging

•Predatory•Propagation/Replication

•Armour

•Persistance

•Payload/Functionality
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Physiology of malware

•Armour
•By copy

•By Email

•By Exploit

•By Network

•By Host infection

•Propagation/Replication

•Persistance

•Payload/Functionality
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Physiology of malware

•Armour

•Propagation/Replication

•Persistance

•Payload/Functionality

•Autostart folders

•Registry Run keys

•Browser Help Objects

•Creating Service
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Physiology of malware

•Armour

•Propagation/Replication

•Persistance

•Payload/Functionality

•Harmless

•Spybot

•Anon. Proxy

•Data theft or 
destruction
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Trojans
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Trojans

•Dont replicate

•Size depends on nature 
of payload

•Typically written in HLL

•Appear to be something 
other than claimed
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Worms

Propagation 
Engine

Multi-
Components

Payload

Functionality
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Viruses (Virii)

•Replicate by parasitic 
means (infect files/MBR)

•Intimate knowledge of 
system data-structures

•Generally written in ASM 
and are thus small in size

•Majority of authors tend to be skilled individuals and 
only produce never-released proof-of-concept.  
Ofcourse there are always going to be bad apples...
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Basics of Microsoft PE file
MZ (Dos Header)

DOS Stub

PE Header

Optional Header

Data Directory

Section Headers

Section[1]

Section[0]

Imports

Exports

.text (r-x)

.data (rw-)

.rsrc (r--)

EntryPoint

•Unpackers and 
Viral code make use 
of intimate 
knowledge of the 
PE spec. in order to 
accomplish their 
goal. An Analyst 
being familiar with 
PE can rapidly 
identify such code 
and determine its 
nature
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Toolz of the Trade

• Datarescues Interactive DisAssembler
• SoftIce (debugger)
• Netmon (packet sniffer)
• Tcpmon (sysinternals tcp monitor)
• Regmon (sysinternals registry monitor)
• Filemon (sysinternals file monitor)
• HexWorkshop
• LordPE and/or other PE toolz
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Conducting the Analysis

• Lab Environment (inmates running the 
Assylum)

• Methodical Madness (chase what glitters 
brightest)

• Keen observation
• Magic numbers arent magic
• Once bitten, twice shy
• Trail of crumbs always leads to a Cookie 

Monster
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Static (Dead-Listing) Analysis

• Life begins at the EntryPoint
• Functionality flows from Imports

• Services rendered via Exports
• One mans trash is anothers treasure 

(where have those strings gone?)
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Behavioural Analysis
• Involves executing the sample on an isolated 

network and observing its interaction
• When performed in parallel with static 

analysis can be used to verify coded 
behaviour and gain any created data not 
easily divulged through dead-listing

• Under duress of a debugger, the sample may 
be stopped at specific locations to examine 
particular system and sample state(s)
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Disassembly of 'typical' startup
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Other wonders to be found at EP

• Position Independent Code {Virii, Libs}
• Unpacking code {UPX, FSG, ASPack, etc}
• Decryptors {simple XOR, complex}
• Obfuscation {Morphine}
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Have I seen you before ?
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Hiding startup by SEH magic



RuxCon 2004

Polymorphic Tarpit

•Sometimes easy to 
identify by a human 
but difficult to 
identify in a 
deterministic way 
without first fully 
understanding the 
polymorphic engine.
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Unravelling Morphine
•Manually 
following 
Morphine code 
reveals 
patterns and 
an unpacking 
algorithm can 
be extracted 
as a script
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Imports, sign-posts to 
functionality

• Examination of the Imports is a good 
starting point when fishing for malicious 
code blocks

• In order to satisfy Persistance, most 
malware will use a handfull of well defined 
APIs such as CopyFileA, MoveFileA, 
CreateFileA, RegCreateKey
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Import Following - CopyFileA
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Imports, sign-posts to 
functionality

• If the malware includes networking 
capability its Imports will show this

• Malware of the Viral variety often calls 
upon MapViewOfFileA during infection

• Malware which spreads by email may 
contain its own SMTP engine (which can be 
found by following socket APIs)

• Trojans and backdoor bots often run listen 
servers awaiting commands
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Import Following - listen
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Where did I put my Babel fish ?
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Structure of most malware is 
simple
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Module behaviour can be 
inferred
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Analysis can bring a tear to your 
eye!
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Analysis can bring a tear to your 
eye!

Email Headers

Base64 body

Zip Header

MZ+PE Header

Unpacking code

Core Program
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Brief Example
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Brief Example
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Brief Example
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Brief Example
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In Conclusion
• Malware analysis is focused on identifying 

malicious modules and documenting behaviour in a 
timely fashion at the expense of detailed source 
reconstruction.

• Although the fundamental techniques remain the 
same, their application is somewhat reactionary 
toward the sample at hand.

• It is only through laborious analysis of many 
samples that one begins to notice patterns and 
trends which can be used to refine the analysis 
process.
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Questions ?
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