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1. Introduction

The number of reported incidents on local area networks (LANs) and further on individual
computer systems are continually increasing since mid of the last decade. The governments,
companies and home users are typical targets for malicious activities of hackers. Most of the
incidents, especially on home computer systems are not reported. It is important to deploy new
defence mechanisms in the computer security field. System administrators have to ensure that
their systems are up to date and not vulnerable. They constantly have to take steps towards more
secure computers and networks. But it seems that some hackers are not affected by these steps,
because some of them are still successful exploiting computer systems. They are able to bypass
the systems security perimeter and find paths through the present intrusion detection systems.
By this they can access most of the computers connected to a network.

Internet worms and computer viruses use advanced infection techniques. They spread over the
internet and infect a high number of computer systems within a few days. Because of the global
connection of computers, the infectious agents may be distributed all over the world. It possibly
takes some weeks for the computer administration staff to sanitize all infected computer systems
in a network. After an outbreak it could cost billions of Euros to reestablish the productivity of
infected systems.

Malicious agents can spread easily over the Internet because of weaknesses in the protection of
individual systems. It is difficult to ensure network-wide security on large networks. Every day
new vulnerabilities and security holes are discovered which have to be repaired immediately.
Especially home users often do not download patches or make updates of their antivirus
database right after they are available. Systems which are not kept up to date are in danger to be
infected. A high percentage of today’s internet worms and viruses are undetected until they have
a negative effect on the system. Therefore, users often do not notice that their system is
infected.

The currently used methods often suffer from the need of a database which has to be constantly
kept up to date. Those methods are not effective enough to detect new malicious agents when
they try to infect computer systems. Current systems show weaknesses in preventing their
spread and in preventing intrusions. This can be seen by the increasing rate of reported
incidents.

11



1.1 Strategies of intrusion detection systems (IDS)

Generally, there are two main strategies for the implementation of an IDS:

e Misuse detection is based on the detection of already known attack patterns. The
information is analysed by comparing it with signatures in a database. An IDS that uses
misuse detection protects the system as soon as installed with a very low false positive rate.
If the IDS raises an alarm it is directly referred to a specific kind of network activity. But
those systems do not detect new types of attacks which are not included in the database.
Therefore, the database has to be kept up to date.

e Anomaly detection is based on the detection of deviations of the system behaviour which
is defined by a profile for normal behaviour. This profile is learned by the IDS during a
long time observation of the network.

¢ This approach has several advantages. Because the IDS is based on a learned profile
of normal behaviour, attackers do not know what activity will lead to an alarm of the
IDS. The detection of intrusions is not based on known malicious activities like in
misuse detection systems. Anomaly detection enables the IDS for the detection of new
attacks which probably were used for the first time.

¢ An IDS using anomaly detection has also some disadvantages. The profile for the
normal behaviour must be defined and therefore, the IDS does not protect the system
for a time period after installation. The definition of what is “normal” must be
configured in the profile. Anomaly detection systems have a high rate of false
positives and a generated alarm is more difficult to associate with a specific network
activity. Furthermore, if a specific attack does not violate with the defined behaviour
profile it passes unnoticed.

Therefore, anomaly detection systems are not often implemented in IDS’s. Actually a lot of
research is done about the anomaly detection strategy. The combination of both strategies to a
hybrid detection system architecture will use the benefits of both strategies. This thesis proposes
a hybrid detection system with an anomaly detection system based on the biological immune
system.

1.2 Overview about the thesis

The human body shows us how a robust infection defence system can be built. The biological
immune system has the job to keep the body healthy. This system is very complex and uses
advanced mechanisms for detecting and eliminating infectious microorganisms (pathogens).
The immune system learns to recognize new pathogens which are intruding the body and then
produces the right kind of response to fight them. It has many properties which can be adopted
for the design of artificial systems in the computer security field. The immune system uses
anomaly detection for the recognition of pathogens.

This thesis presents the implementation of a computer security system that is inspired by the
biological immune system. The computer immune system (CIS) is applied to the network
security domain. It is able to perform the detection of malicious code in the payloads of
transferred network packets. This system applies several match algorithms for the inspection of
packets. The results of the experiments with the CIS are presented and analysed.
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This thesis has the following structure:

Chapter 2 gives a short introduction to the biological background of the computer immune
system. It analyses the complex biological learning mechanism for the adaptive detection and
elimination of pathogens. The important properties of the human immune system which are
influencing the design of the CIS are presented.

Chapter 3 presents the model of the computer immune system. Related work is mentioned as
well as a description of important mechanisms in the model. It is presented how relevant
mechanisms of the human immune system are applied in the CIS.

Chapter 4 describes the five implemented match algorithms. These algorithms are used to
perform the data discrimination in the anomaly based detection system.

Chapter 5 presents the components and the implementation of the CIS framework. It provides a
short overview about the intrusion detection system Snort. This chapter also shows how
matching algorithms are applied. It gives a detailed description of the experiments and their
results.

Chapter 6 explains why the data representation of the packet payload is changed from byte
code to machine instructions. The content of the payload is decoded by a disassembler. When
applying the disassembler an entry point has to be chosen. The problem of finding the right
entry point in the content of the payload is analysed. Finally some further experiments and their
results are presented.

Chapter 7 contains the conclusions of this thesis as well as proposed future work.

Appendix A analyses the byte spectrum of some text based and binary based file formats.
Appendix B presents the tables of data from the experiments presented in chapter 5 and 6.
Appendix C analyses the instruction spectrum of some text based and binary based file formats.
Appendix D uses code examples to explain the “entry point effect” presented in chapter 6.
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2. The Immune System of the Human Body

This chapter is an introduction into the biological background of immune systems. It explains
how parts of the human immune system are working. For further information the reader is
referred to [19, 20, 21]. The main intention of this chapter is to understand the basic architecture
and to define algorithms which can be mapped to computer immune systems.

The human immune system is a very complex defence system with the intention to protect the
body from various types of threats. During lifetime the body is permanently exposed to harmful
substances (pathogens). Pathogens are harmful microorganisms like bacteria or viruses. If
pathogens are left undetected, they lead to a rapid deterioration of the body’s health. The
immune system has the job to fight those pathogens to keep the body healthy.

The immune system performs two elementary tasks. One task is to detect pathogens. As soon as
pathogens are detected, another task is to eliminate or neutralize these pathogens. Therefore, the
immune system deploys a great amount of cells and molecules which are able to recognize and
eliminate pathogens. The cells interact with the local environment via chemical signals. A cell
that binds to foreign proteins is signalling a detection event. This cell will then attract other cells
for assistance and is therefore initiating a sequence of reactions. Short after the detection of
pathogens, a high number of cells will interact at the site of infection. The immune system
reacts with a primary immune response which leads to the destruction or neutralisation of the
pathogens. During the primary response, the immune system produces a variety of cells which
are able to detect particular kinds of pathogens with an increasing accuracy. The adaptation of
these cells takes some time. But as soon as the immune system recognizes the new pathogens
they are killed. After the successful elimination of the intruding pathogens the immune system
memorizes a small fraction of the adapted cells (immunological memory). These cells are high
specific and enable the immune system to respond much faster and more efficient during future
occurrences. This mechanism is called a secondary immune response. It is based on the
immunological memory of the immune system. This secondary response is often fast enough to
fight pathogens before they are reaching a sufficient number to harm the body. The
immunological memory protects the body from infectious diseases which the immune system
has encountered before.

Cells of the immune system can detect subtle chemical differences between pathogens. They
can distinguish between harmful pathogens and elements of the body. Thus, the immune system
is able to distinguish between self and nonself [1]. The self set consists of harmless substances
which include elements of the body. Whereas, the nonself set contains harmful substances.
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The immune system maintains a huge amount of cells doing their job. These cells are working
independently in the local environment and are not under centralized control [1]. This provides
a system that is highly distributed and robust against attacks.
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Figure 2: This figure shows the difference between the primary and the secondary response to a
pathogen reflecting the principle of the immunologic memory [21, 22]. When a pathogen is
detected the immune system reacts with a primary response having a low level of antibodies. If
a second infection with the same pathogen occurs, the immune system will respond through a
secondary response with a much higher antibody level. The antibody level reaches its peak
much faster. This secondary response is more efficient than the primary response.
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2.1 Architecture overview

The immune system provides defence mechanisms on several levels. First, the pathogens will
meet an anatomic barrier, the skin. The skin blocks all substances which have not the right
shape to pass through. It forms an effective barrier to many microorganisms. But some of them
will reach the next level of defence, especially if the skin is compromised by wounds. Wounds
provide broad paths to infections. The next level maintains physiologic barriers where a low pH
value and a high body temperature are mechanisms to prevent the pathogens from evolving.
When pathogens have entered the body, then two further mechanisms are engaged: the innate
and the adaptive immune system. Both mechanisms are based on a big number of cells
circulating in the bloodstream.

Level of defence Type Mechanisms

Skin Anatomic barrier Physical shield, blocks entry of microorganisms
Prevent pathogens from evolving, normal body

Temperature Physiologic barrier temperature provides a inhospitable environment
Kills many pathogens by the acidous living

Low pH value Physiologic barrier conditions within the body

Innate IS cells Bloodstream content Static defence mechanisms

Adaptive IS cells Bloodstream content Dynamic defence mechanisms

Table 2: The skin, the body temperature, the low pH value and the innate immune system (IS)
cells are non-specific defence mechanisms. These mechanisms are equal among a population
and they do not change during the lifetime of an individual. The adaptive immune system is able
to develop a specific response to an encountered pathogen and retains an immunologic memory.
It changes often during lifetime and gets more and more sophisticated.

2.1.1 The innate immune system

The innate immune system forms the evolutionary evolved resistance of the body to already
known pathogens. It is a first line of defence to already known pathogens, but it cannot detect
new kinds of pathogens. It is mainly based on a chemical signalling system called the
complement system. The complements, also called antibodies, are free floating molecules that
can bind to pathogens. Here it is important to note that the antibodies do not bind to cells of the
body. They help to eliminate pathogens in an early stage of infection. The antibodies which are
bound to pathogens are used as markers for special killer cells like macrophages. Macrophages
are eliminating the detected pathogens (Figure 2.1).

When macrophages detect pathogens they are activated. Activated macrophages will then
release molecules called cytokines. Cytokines are not only released by activated macrophages,
but also by other cells of the immune system. Cytokines raises a kind of alarm signal to the
system, which is called the inflammatory response. This results in a higher local blood flow in
order to attract other cells for assistance to the site of infection. They induce the increase of the
body temperature and are responsible for activating other immune system cells.

The innate immune system integrates several molecules that are capable to recognize molecule
patterns typical to pathogens. There are many types of molecules that can only be found in
pathogens, but not in the body (self). The fast response to such patterns is a strong feature of the
innate immune system.
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Figure 2.1: The process of a pathogen that is coated with the antibodies. In a) a pathogen, which
was discovered by the immune system has entered the body. In b) the pathogen is detected by
two antibodies. A pathogen has different epitope structures (see 2.2) on the surface. That’s why
several different antibodies can bind to pathogens. In c¢) the coated pathogen is detected by a
floating killer cell, the macrophage. Finally in d) the macrophage engulfed the pathogen.

2.1.2 The adaptive immune system

In contrast to the innate immune system, the adaptive immune system reacts with a high specific
immune response to the threat. It is able to recognize special pathogens with an increasing
efficiency. This is a learning process performed on pathogens which have not been seen by the
system before. After the immune system had cleared the infection, it will keep a fraction of the
recognizing cells in the immunologic memory. The response of the immunologic memory to a
pathogen is called the secondary response of the immune system. This feature makes the
individuals of a species diverse. The response will not be the same for all members of the
species - unlike the innate immune response. A need for the adaptive immune system is the
ability to distinguish between self and nonself. This feature is essential for all immune systems,
because the response to elements of self will have fatal consequences. If cells of the immune
system are responding to elements of the body, they are causing an autoimmune reaction [23,
24].

The adaptive immune system is mainly based on parts of white blood cells, called lymphocytes.
Lymphocytes are mobile and independent detectors which are circulating in the bloodstream
and the lymphatic systems of the body. The huge number of distributed detectors builds a strong
system capable to detect and eliminate the invading foreign microorganisms efficiently.

The main features of the adaptive immune system are:

e Lymphocyte and receptor diversity

e Increasing specificity to pathogenic structures

e Complex interactions between immune system cells
e Discrimination between self and nonself elements

e Immunologic memory

In the following, the adaptive immune system and its features are described in more detail.
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2.2 The adaptive detection of pathogens

The detection of pathogens is based on the recognition of protein structures. A cell of the
immune system has receptors on its surface which can bind to various kinds of epitopes (also
called antigenic protein structures or antigen). Epitopes are protein structures on the surface of
a pathogen. A detection event occurs when the chemical binding between the complementary
receptors and epitopes succeed. The binding mechanism of receptors to epitope structures can
be explained as a pattern match process, where a lymphocyte tries to match epitopes on
pathogens. All receptors on a single lymphocyte are the same, but they are not the same on
different lymphocytes. A lymphocyte is a detector for the recognition of a small subset of
epitopes. In contrast to the lymphocytes, pathogens have different epitopes on their surface.
Therefore, many lymphocytes can bind to a single pathogen. The immune system does not need
to maintain lymphocytes for each pathogen to cover the whole space of possible epitope
structures.

It is very important for developing the immune response to have lymphocytes that have many
equal receptors on their surface. When they are activated by the detection event, it is clear on
which kind of pathogen the immune system should react on. Otherwise, the detection of a
pathogen can result in an unclear immune response. A detection event can be defined as the
number of receptors on the surface of a lymphocyte which are needed to establish a binding to a
pathogenic epitope. This number is a threshold and measures the affinity between the receptor
and the eptiope.
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Figure 2.2: Shows the structure of lymphocytes and successful detected pathogens. In a)
pathogens are presented, which have low affinity to the receptors of both lymphocytes. These
do not bind to either lymphocyte 1 or 2. The lymphocytes receptors are not specific to a single
pathogen. As it can be seen in b) and c) they can bind a small subset of pathogens which have a
similar structure. The same type of pathogen can also be bound by several lymphocytes.

The immune system maintains a dynamic detector population [22]. Lymphocytes have a short
lifetime and if they do not match to any pathogen, they will be replaced. New lymphocytes will
be produced in the bone marrow each day. The number of continually new lymphocytes is about
10 percent of their total number. Only a few of them are successful and the rest is replaced again
after some time. Thus, there is a continual turnover of detectors which increases the protection
capability of the body.
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2.3 The learning mechanism of the adaptive system

The development of an immune response needs the cooperation between two different types of
cells, which are the T lymphocytes and the antigen presenting cells. Antigen presentation
occurs in various cells of the body (see 2.3.3). The lymphocytes are part of the white blood cells
which are produced in the bone marrow. As described before, lymphocytes have receptors on
their surface that bind to antigen structures. They can be divided into two main subgroups that
are B lymphocytes, also called B-cells and T lymphocytes, also called T-cells.

2.3.1 The B-Cells

B-cells are the detectors of the immune system which are able to specialize to encountered
pathogens. They are able to adapt to a specific pathogen and enable their efficient detection by
the immune system. B-cells are essential for the detection of pathogens. If the B-cell receptors
bind to an antigen it is defined as a match event of the B-cell detector. This match event will
lead to the activation of the B-cell. The process of the B-cell activation is shown in figure 2.3.2
on page 17. Activated B-cells are developing the adaptive immune response. The adaptation of
B-cells to pathogens includes the following cycle of mechanisms:

activated B-cell

v

cloning with high mutation rates

A\ 4

continued
activation #
A rigorous selection process

v

differentiation to memory cells or plasma cells

Figure 2.3.1: The adaptation cycle of B-cells.

When B-cells are activated they clone themselves by a cell division process. The receptors of
the clones mutate with unusual high mutation rates (also known as hypermutation) [25]. The
high mutation rates of the receptors ensure that clones may have a higher affinity to the
encountered pathogen, but it could also be worse. The clones do not live long and they have to
pass a rigorous selection process. B-cell clones having a higher affinity to the detected pathogen
are more likely to survive the selection process. The others, which are more than 90 percent of
the cloned B-cells, will die through programmed cell death (apoptosis) after a short time.

The clones that survive the selection will differentiate into two B-cell types. This is an
important step for the adaptive recognition of pathogens. Those B-cells become memory cells
or plasma cells. Memory B-cells are equipped with higher affinity receptors and have a long
life span. Plasma B-cells are short lived and have no or only a few receptors. Their purpose is to
produce antibodies. The antibodies are a soluble form of the high affinity receptors. The plasma
B-cells releases the antibodies to the bloodstream where they act as free floating recognition
molecules.

In each adaptation cycle the B-cell clones become more and more specific to the threat. The
cloning and selection process is repeated until the infection has been cleared. This takes time
and represents the primary response of the immune system. It shows how a very general
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response evolves to a very specific response. The adaptive immune system works as a dynamic
defence system which uses the interactions of many cells. Initially, when pathogens are
detected, it trains new cells needed to fight a specific kind of pathogen. Afterwards, it
memorizes those detectors with the highest affinity to the pathogen, while all lower affinity cells
will die by apoptosis. When the body has defeated the intruding pathogens the adaptive learning
process always results in a more robust defence system.

The new fraction of memorized B-cells is an addition to the cells of the immunologic memory.
It retains the population of B-cells that are specific in detecting a special kind of pathogen. If the
same pathogen appears in future infections then the memorized B-cells react with a fast and
efficient secondary response. Figure 2 compares the antibody level and speed of occurrence in
the primary and the secondary response.

The use of only B-cell detectors for developing the immune response has an until now
unmentioned problem. B-cells are maturing in the bone marrow. When they leave the bone
marrow they possibly could bind to self cells. This is because the selection process in the bone
marrow is not sufficient. In addition, in the adaptation cycle the receptors of B-cells are cloned
with high mutation rates. Those B-cells could also initiate autoimmunity. But usually, mature B-
cells are tolerant to self cells. To prevent B-cells from initiating an autoimmune reaction the T-
cells come into play. A B-cell must receive two different signals to become activated. The first
signal occurs when the B-cell receptors bind to an antigen. The second signal, a costimulatory
signal, is provided by the T helper cells (TH-cells, see 2.3.2). If the B-cells receive only the first
signal they will die. The need for an approval signal from the TH-cells prevents the B-cells from
causing autoimmune reactions.

2.3.2 The T-Cells

T-cells are also produced in the bone marrow. To get matured, they have to migrate to the
thymus. In the thymus they are made tolerant to almost all self protein structures. T helper cells
(TH-cells), a subgroup of the T-cells are entrusted with the task of ensuring tolerance to the self
cells. If a T-cell binds to self cells, it will die by apoptosis in a process known as negative
selection [11]. The negative selection process finally chooses those T-cells to join the
population which are not binding to self.

Matured T-cells have on their surface a unique antigen binding receptor (T-cell receptor). B-
cells receptors are membrane bound antibodies which can only bind to the antigen structures on
pathogens. In contrast to the B-cells, the T-cells are equipped with receptors that can only
recognize antigen in combination with molecules of the Major Histocompatibility Complex
(MHC). The MHC molecules are proteins bound to the surface of self cells. MHC molecules
exist in two major types. The one can only be found in antigen presenting cells. It has the
purpose to show other cells what they have detected. This type is recognized by TH-cells. The
second type is found in almost every cell of the body. It is needed to display the cells genetic
code. If the cells genetic code is changed by an infection this MHC type is recognized by T
killer cells (TK-cells). TK-cells are another subgroup of the T lymphocytes.

A B-cell uses the antigen presenting cell MHC type. If a B-cell recognizes a pathogen the
combined molecule is presented to TH-cells in order to get the necessary approval for its
detection — this is called the costimulatory process.
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Figure 2.3.2: The cycle of a B-cell that recognizes a pathogen [21]. A B-cell recognizes a
pathogen and gets approved by a TH-cell. The activated B-cell then proliferates and
differentiates with high mutation rates known as hypermutation. The clones of the B-cell with
a higher affinity to the recognized pathogen will be selected for Memory B-cells and Plasma
cells. Plasma cells are producing antibodies.
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2.3.3 The costimulatory process

As already mentioned, the T-cell receptors recognize pathogenic antigens in combination with
MHC molecules. The TH-cell must somehow verify what the B-cell has detected to provide it
with the necessary costimulation. The MHC molecules allow the B-cells in a process called
antigen presentation to show TH-cells what they have recognized. For that purpose, the B-
cells must combine antigen with the MHC molecules (see 2.3.4). Antigen presentation occurs in
different cells of the body, like in cells that bind to antigenic structures of the pathogens (B-
cells). Further antigen is also presented in killer cells which engulf and eliminate the pathogens
(macrophages).

The TH-cells are binding only to antigen presenting cell MHC molecules. If they recognize
antigen in combination with MHC molecules they release a high number of cytokines. The
cytokines produced by activated TH-cells lead to the activation of other immune system cells.
That’s why the activation of TH-cells must be done carefully. Otherwise their response will
initiate major autoimmune reactions. This is because the cytokines are also causing immune
reactions by the antigen presenting cell. The activated B-cells for example will differentiate and
proliferate, whereas activated macrophages eliminate the found pathogen.

TK-cells recognize MHC molecules on altered self cells. They are essential for the detection
and elimination of contaminated host cells. TK-cells are activated by binding to cells of the
body that present the MHC in combination with the cells altered genetic code. The infection of
self cells alters their genetic code. The MHC then displays pathogenic structures on the cells
surface which came from a pathogen living inside the cell. These cells are for example virus
infected self cells. Activated TK-cells will eliminate infected self cells.

2.3.4 Antigen processing and presenting

Pathogens in intracellular regions: As mentioned before, the recognition of pathogens is done
by binding of foreign surface proteins (epitopes) to the lymphocyte’s receptors. But some
pathogens, so called intracellular pathogens, do not display their epitopes to the B-cells. B-cells
are not able to recognize intracellular pathogens.

The immune system uses another recognition mechanism to detect infected self cells: The MHC
is used to carry fragments of proteins from inside the cell to the surface of the cell. Self cells can
be infected by viruses or bacteria which are altering the structure of the cells. The complex
foreign protein structure contains also fragments that can be combined with the MHC. This
composition is transported to the surface of the presenting cell, where it can be detected by the
TK-cells. They eliminate the contaminated host cell.

Pathogens found by antigen presenting cells: When pathogens are bound to the receptors of
the antigen presenting cells they trigger a presenting process. The antigen presenting cells are
decomposing the complex foreign protein structure into some fragments which will enter the
cell by phagocytosis or endocytosis. The antigen structure will then bind to the MHC of antigen
presenting cell types. The composition is then also transported on the surface of the cell, where
it can be detected by the TH-cells.
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Figure 2.3.3: Here both T-cell subgroups are binding to their recognized classes of MHC
molecules (see [21]). TH-cells can only bind to antigen presenting cell MHC molecules. TK-
cells have specific receptors for the altered self cell MHC molecule.

2.4 Detection failures made by the immune system

The human immune system is a strong defence system against invading pathogens. But the
immune system sometimes fails. There are two kinds of detection errors which can occur. These
failures of the immune system can also appear in a computer defence system. Both of them are
harmful to the system and can result in a fast deterioration of the body’s health.

e A false positive occurs, if the immune system responds to a molecule which is not
harmful (e.g. self cells)

o A false negative occurs, if the immune system does not respond to a molecule which
is harmful

In the normal case if a single immune system cell kills a healthy cell it is not a problem. This
immune system cell will not receive the costimulatory signal from the TH-cells and it will soon
die by apoptosis. The body maintains a huge amount of cells and there are many other cells
which can fulfil the function of the killed cell. The problem emerges if the immune system cell
gets stimulated by the TH-cell. In this case the immune system develops a continually
increasing population of antibodies which are responding to the detected healthy cell type. The
response of the immune system on elements of the body is an autoimmune reaction. This can be
defined as false positives in the detection system. The development of a method for the
prevention of false positives in biological systems needs the understanding of mechanisms
which are responsible for cells death. Further it needs a clear look at mechanisms how and why
cells die in the known autoimmune disorders. A deep insight in autoimmune diseases is
provided by [24].

The immune system always faces new types of pathogens. By evolution pathogens permanently
are changing their genetic codes. Infectious agents which are already known by the immune
system possibly mutate and evolve to some new types. Therefore beside the already known
pathogens which are easily detected, the adaptive immune system always has to learn how to
fight new ones. One of the central mechanisms for the detection of a pathogen is antigen
presentation by the immune system cells. As mentioned before this process uses MHC
molecules. If pathogens are altering their structure in such a way that MHC molecules cannot
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bind to them then these pathogens cannot be recognized by the immune system. However, the
antigen presenting cells possibly recognize those pathogens. But they never get stimulated by
TH-cells for the detection and therefore those cells will die after a short time. This error is
termed as a false negative by the immune system. The immune system must provide a big
repertoire of MHC molecules to enable the binding to a huge amount of foreign antigenic
structures. The body has a fixed set of MHC types which does not change during the lifetime.
This repertoire is most diverse within a population. Because individuals do not have the same
MHC repertoire the robustness to some special kind of pathogen is improved by evolution. The
individuals that will withstand a virus infection have MHC types which can bind to its antigenic
structure.

2.5 Summery about the tasks of immune system cells

This chapter provides a short introduction into the sophisticated mechanisms of the human
immune system. The immune system maintains a huge amount of cells where each of them is
entrusted with a minor task. The immune system gets its performance by the cooperation of
these cells. The focus of the proposed approach lies on the adaptive immune system, since it is
able to perform anomaly detection. This is done by the ability to identify elements that are not
part of the body (nonself). After the recognition of those elements, the adaptive learning process
(by high mutation rates of B-cells) leads to their elimination. A strong feature of the adaptive
system is the immunologic memory. It enables the immune system to react on a reinfection with
a pathogen.

The tasks of lymphocytes during the development of the immune response can be summarized
as follows:

Many types of cells involved in the immune system are specialized to enable a speed up of the
immune response in a repeated infection with the same pathogen. The response is developed in
a way that it avoids autoimmunity. This indicates that the immune system can distinguish
between elements of self and everything else. TH-cells are responsible for the tolerance to the
self elements. At the same time they allow B-cells to evolve and mutate with high rates. By
continued costimulation they guarantee that the cloned B-cells have an increasing specificity to
the invading pathogens (all others die). This ensures a fast adaptation to a new pathogen. The
task of B-cells is to diversify to become effective detectors, whereas TH-cells are not specific
detectors. TH-cells are able to verify an antigen that is displayed by the B-cells. But they are not
able to recognize a specific kind of pathogen on their one.

The adaptive immune system uses the two subgroups of lymphocytes to recognize and respond
to two different types of pathogens. The B lymphocytes react on extracellular pathogens by
establishing a binding between the receptors and epitope structures on the pathogens. The T
lymphocytes react on intracellular pathogens where antigenic structure - that is bound to a MHC
molecule - is transported to the surface of the cell.
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3. Modelling a Computer Immune System

The sophisticated defence mechanisms of the human immune system are developed by
evolution. In analogy to this system a model for a computer immune system is going to be
designed. Up to now, for intrusion detection and virus detection several approaches have been
implemented. Some of them are reviewed and analysed in [7, 54, 55, 57, 59, 60]. The proposed
model in this thesis is influenced by the architecture of a computer immune system which was
developed at the University of New Mexico [1].

It is important to understand how the main parts of the immune system are working and
cooperating to ensure the elimination of harmful elements. By applying useful architectures,
algorithms, and design principles, this knowledge will help to improve the design of computer
systems. Systems which are able to adapt to different kinds of threats will make those systems
more unique. In biology, some individuals are able to fight an infection before they will notice
it, whereas some others are getting sick. The diversity of individual immune systems among a
population is a feature that should be considered in the design of computer systems. It will
automatically improve the robustness of computer systems. But it is not only the diversity
feature we are interested in. There are more features we think about in this model.

It is difficult to design a useful defence system by copying the human immune system. It is not
the goal of the design to apply the human immune system to the computer security domain [28].
Instead, the design would follow biology only as far as the implementation of the mechanisms
appears to be useful for the special problem domain. Now, the main features of the immune
system are pointed out [4]:

e The immune system is a multilayer defence system. Several layers fulfil their part of
resistance against the pathogens. From the skin to the adaptive layer the immune system
provides several barriers of defence and a high overall security.

e The adaptive layer ensures that the systems are individual and diverse. It learns to
withstand a specific kind of pathogen and enables a population to be more robust to
infections. An infection will have different effects on the individual systems. Some of them
are getting sick, others withstand. It is a characteristic of unique systems, that the
individual systems are susceptible in a different amount. The immune system supports a
huge amount of diverse and redundant components. Its architecture ensures the continued
functioning even if a few of these components fail.

27



e Since control is localized and not centralized, the immune system is robust and error
tolerant against failures of some components. The immune response is the result of the
interaction of a huge amount of independent components which are distributed all over the
body.

e In combination with the multiple layers, the immune system provides a distributed
protection mechanisms of the body. There is no single point in the system where an attack
will cause the whole system to fail.

e The immune system learns to respond to a special kind of pathogen with increasing speed
and efficiency. It is very important for the survival of the population that the system is able
to perform a detection based on the recognition of anomalies. Individuals adapt to the new
encountered pathogens and will detect new infections very often in their lifetime. The
adaptive immune system learns to detect the new pathogens and finally generates an
efficient adaptive response.

e It retains an immunological memory which enables the system to respond more rapid on
known pathogens in future.

3.1 Related Work - UNM’s Computer Immune System

A Computer Immune System called ARTIS [1] (artificial immune system) was proposed by
Hofmeyr and Forrest (2000). It was developed at the Department of Computer Science,
University of New Mexico (UNM). This system was inspired by the biological immune system.
The main aspects of the Computer Immune System in this thesis are based on this architecture.

3.1.1 Overview of ARTIS

ARTIS consists of a huge amount of cells. The cells are the detectors of the computer immune
system. Their function is comparable with the one of the lymphocytes in the biological immune
system. They interact dynamically with the environment to establish an anomaly based
detection system. The architecture follows the biological immune system to enable the
detection and elimination of pathogens on a computer system. For this purpose the detectors are
distributed over the system. Like in the biological systems there is no centralized control. The
detectors are communicating and interacting in each node of the computer system only locally.
Detecting and eliminating of pathogens is performed in each node independently. As a
consequence, the ARTIS is very robust and error tolerant. It provides a distributed protection of
the computer systems and is therefore robust to direct attacks.

The main problem of detecting infectious agents in Computer Systems is to distinguish between
“self” and “nonself”. In anomaly based detection systems, “self” is defined as all elements of
the computer system that do not damage the system. “Nonself” are the remaining elements. The
“nonself” set includes all elements that have a negative effect on the continuous functioning of
computer systems. If “nonself” elements are detected by ARTIS, some action can be taken to
eliminate them. Different elements may need to be eliminated through different mechanisms.
The elimination is a separate problem and is up to the particular problem domain where ARTIS
is applied.
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3.1.2 Architecture of ARTIS

The detectors in ARTIS are designed as binary bit strings with defined length. The detectors
comprise the main properties of the lymphocytes in the biological immune system. They contain
an indicator for the detectors state which can be immature, mature or memory. Further they
contain an activation flag which shows if the detector is activated and also the number of
matches it has accumulated. The binary bit string of the detector is created by random and
represents the receptors of the lymphocytes which bind to pathogens.

ARTIS discriminates between self and nonself through matches of binary bit strings. The
applied match algorithm is called “r-contiguous bits” [3]. The r-value defines the threshold for
the specificity of a detector. It also gives the number of contiguous bits that two strings must
have in common to raise a match event. Chapter 4.2.3 gives a detailed description of this match
rule.

Detectors contain a randomly created bit string and therefore they can respond to self or nonself.
After their creation they are in the immature state, but only for a limited time. For the training
purpose, the immature detectors are exposed to the local environment. This time is called
tolerance period, because immature detectors should learn to respond only to nonself elements.
All detectors that match a self string will be eliminated during this period. Detectors which do
not match to anything during the tolerance period will reach the mature state. Mature detectors
have to match several strings until the number of matches reaches the activation threshold.
Thereafter, they will be activated and indicate an anomaly.

During the tolerance period usually not all elements of self can be presented to the detectors.
The training of the detector set is based on incomplete self sets. The training of lymphocytes in
the biological immune system is, as mentioned in chapter 2, also based on incomplete self sets.
It is possible that mature detectors still are activated by elements that do not harm. ARTIS uses
two methods to solve this problem. There are two kinds of thresholds implemented which
influence the activation of the detectors:

e A detector becomes activated when the string matches exceed a threshold within a defined
period of time. The activation threshold of detectors can be influenced with the local
sensitivity level.

e The local sensitivity level is an adaptive adjustment of the activation threshold. A higher
local sensitivity level corresponds to a lower local activation threshold. The sensitivity
level will be incremented when a mature detector in the set detects a string and its match
count is incremented from O to 1. The sensitivity level rises when a detector encounters a
nonself string which was never seen before. After some period of time the sensitivity level
is reduced again. This ensures that nonself strings which occur within a short time period
are still detected. But rare self strings that may be present in the traffic do not trigger the
detectors.

A human user has to verify the strings which are causing the activation of the detector. If the
user decides that the detector has detected malicious activity, he will send a costimulation
signal to the detector. Th